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Oxford Martin School, University of Oxford
25 November 2013

Registration and coffee

Welcome to the Oxford Martin School and the Centre

Professor lan Goldin, Director, Oxford Martin School

Welcome to the University of Oxford

Professor Andrew Hamilton, Vice-Chancellor, University of Oxford

Official Opening of the Centre and the Debate

Ed Vaizey MP, Minister for Culture, Communications and Creative Industries

Discussion 1 — To What Degree is Culture a Challenge to Global Collaboration on
Cyber Security Capacity Building?

Chair: Professor Ivan Toft, Blavatnik School of Government, University of Oxford
Introduction by the Chair

Building a Cooperative Network for Cyber Security: A NATO Perspective

Dr Jamie Shea, Deputy Assistant Secretary General for Emerging Security Challenges,
NATO

East West Differences and Opportunities

Dr Jon Lindsay, Researcher, Institute on Global Conflict and Cooperation (IGCC),
UC San Diego, USA

Open debate

Coffee

Discussion 2 — What are the Challenges and Options for Harmonising Cyber
Security Capacity Building with Human Rights?

Chair: Dr lan Brown, University of Oxford

Introduction by the Chair

The Brazilian Debate on Cyber Security and Human Rights

Gilberto Martins de Almeida, Martins de Almeida — Advogados, Brazil
International Law Principles for Cyber Security

Professor Douwe Korff, Professor of International Law, London Metropolitan
University

Open debate - With additional panellist: Andrea M. Matwyshyn, University of
Pennsylvania Law School

Lunch
Introduction to the Centre Report on Attitudes to Security and Privacy

Professor Bill Dutton, University of Oxford

Discussion 3 — Case Studies and Experiences in Cyber Security Capacity Building —
What Works and What Doesn’t?

Chair: Professor David Upton, Said Business School, University of Oxford
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Introduction by the Chair
Cyber Security Awareness and Capacity Building in South Africa
Professor Basie Von Solms, University of Johannesburg
Creating a Cybersecurity Commons
David Bray, Chief Information Officer, US Federal Communications
Commission
Seeking Equitable Business Models Which can Benefit the Developing World
Whilst Achieving Growth
David Pollington, Director of International Security Relations, Microsoft
Open debate
Coffee
Discussion 4 — How Should we Better Coordinate and Collaborate Internationally to

Raise the Bar in Cyber Security Capacity Across the Globe?

Chair: John Madelin, Verizon

Introduction by the Chair

The OECD Project to Improve the International Comparability of Statistics
Produced by CSIRTs

Dr Aaron Martin, Technology Policy Analyst, Organisation for Economic Co-
operation and Development (OECD)

The Meridian Process

Peter Burnett, Meridian Coordinator

OSCE Work on Cyber/ICT Security Related Confidence Building Measures (CBMs)
Nemanja Malisevic, Cyber Security Officer, Organization for Security and Co-
operation in Europe (OSCE)

Open debate

Coffee

Discussion 5 — New initiatives for cyber security capacity building and priorities for
2014 - what more might we be doing, donating and enabling?

Chair: Professor Angela Sasse, UCL

Introduction by the Chair

The US State Department — Takeaways from Seoul 2013 and Priorities for 2014
Dr Adriane Lapointe, Senior Policy Advisor, Office of the Coordinator for Cyber
Issues, U.S. Department of State

Plans for the World Economic Forum Agenda in 2014

Derek O’Halloran, World Economic Forum

Lessons Learnt from the Estonian Experience and Plans for Cyber Security
Capacity Building Investment in the EU

Heli Tiimaa-Klaar, Head of Cyber Policy Coordination, Conflict Prevention and
Security Policy Directorate, European External Action Service

Open debate

Closing remarks

Jamie Saunders, Director, International Cyber Policy, UK Foreign and
Commonwealth Office, with

Professor Sadie Creese, Director, Global Cyber Security Capacity Centre and
Professor of Cybersecurity in the Department of Computer Science, University of
Oxford

followed by reception to ~20.00



